
Sometimes you need to provide secure information to someone else, and email is the easiest way
to do that. While the ease of sending an email is certainly a plus, there is a requirement to be
aware of the security risks that come with sending students’ personally identifiable information
(PII).

In the event you need to send sensitive information, the Confidential Mode in Gmail is there to help
you.

Confidential emails will be passcode protected, and will automatically expire after your determined
length of time. In addition, the recipient may not forward, copy, print, or download the email.

To start, visit your Gmail.

1. Click on “Compose.”

2. I recommend setting up your confidential settings before you type the email so that you
don’t forget to do it. Click on the small lock icon on the bottom toolbar.

Gmail - Confidential Mode

https://info.wftigers.org/uploads/images/gallery/2026-10/aw43aN3xTqpsR7VA-0e85b91d36c582cf73428efc85065622df7cb04b.png
https://info.wftigers.org/uploads/images/gallery/2026-10/th66bRRDyEYSQOPO-cd1f185e7e71aa326cbfef62e3f693fbdaa820fe.png


https://info.wftigers.org/uploads/images/gallery/2026-10/1CGcRn7pgHPAwhC3-57f9debd60545192b02007e2e442c98071612ea6.png


3. This will bring up the confidential mode settings screen:

4. Set an expiration. After this date, the email will automatically be removed from the
recipient’s inbox.
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5. Choose to require a passcode. This passcode will be sent as a text message to the
recipient if they use Gmail, if not, they will receive a separate passcode via email.
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6. Click the “Save” button.

7. This will turn the message top bar blue, and it will show the confidential mode option
below the email body.
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8. Go ahead and proceed with your email as normal, then click send.
9. If the user doesn’t have a phone number in their profile, you will be asked to manually

type one.
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At this point, the recipient(s) should have received a verification email.
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When the recipient(s) click on the send passcode button, they will be prompted to enter the code
that was just sent to the number you provided.

At this point, the email will be displayed until the expiration date is met.
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